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SUBJECT: Pogsible Damage Resulting from Compromise of Equipment T
or Personnel of the PUEBLO -

The "Bill of Destruction"” covering the equipment of the PUEBLO

-~

|
provided for destruction of key cards ang key lists, then of the equip~
|

ment, then codes and authentication materials , and tinally maintenance

and operating manuals. While it is theorsiically possible to havs elec-
tfronic automatic detonation gear, the PUXBLO was :;g 80 squipped.

The hazards of automatic detonation equipment on b:nam 7a ship are RIS
weighed against other metnods of dasiruction and tne possible aamage .

from compromise and are generally consicered unacceptable. -

H '

For the past 20 years it has tesr the general U.S. practice S

that, where possible, security of U.,. communications will not depend

solely on phvsical protecnOn of the eguipment used to 2ncipher and de-~

....._,._..

cipher the messages. During the past 20 years no equipment has been

|

produced without variable elemenic which depend upon kevying siements, ,L
{

usually key lists ar key cards, for thesr primary security. In particular, ;
]

all the communication security @ juipmeats which the PUEBLO carried
depended upon either sey lists or <&y cards. Loss of“é particular equip~ T
ment with the keying siement woulqd nut jeoparﬁize any other traffic en~
ciphered by sinmilar equipments using different keying glsments. &s soon
s -
as notification of the capture of the DUEELO %aas received in Wasghington,
. f«w.q., -

staps were taken to supersede all xeymg alérhents which she carried and

new ones were prescribed, -
.
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up’ for a crypto oar‘od w.ziv ioda ot dooeer fhan 24 hodrs. 'I"ne'key_
the machine by means of & vavs nt e ihe Rey car? ahd holder 7

and effectively rewir'e_ ‘t'ng:: g.x,-.;;arai rpehae 3“,"ﬁagﬂin 1ot less often than

. each 24, hour%. The hufﬁtr" af g tludtionn _r_*--..-ln .w;, from a carl

IR
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Lhe key list J.aubxe., the' xe_;'e’r 1o astail

card is a card p-;nche__d w iU A sownlie s auery aad iy inserted"mto;_“_‘

permit feeler pins to make co.tsct aougi raagdomly ';.c-,it'ibn‘e-' hoie

sy'stem is astronbmicai & & one@

a

other end b;,i 5] méc;hlh_e -,fki'tt‘: dx'z_i.:{'»:eﬁt};t'al' .%:eyi.fzé; elenent. .

' National >°curxty Age-‘cy. actxv:txes are centerea about twe majof

purposes: One is to maintain .thg_ security of "_;he United States b

T

of target nations .
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no degradauon to the sec.urity of L-.‘; co'nmunicatlons can res ult

from this compromise even if the nquipment and tne key lists were

. = . b t——

captured 1ntact since steps were taxen immediately to euperaede

all of tha keying materials. In the worst posslbla case, the few measage

.

to and from the PUEBLO could be read if all materials and equlpment ) "

were captured intact

.
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Message traffic from the ?UEBLO as weli as irom the North
.Kore'ans 1nd1cated a destructiov effort on board the vessel by ftre
as well as jettisoning. me her-commuhtcations, it may be mferred. :.
: that the bulk of her key materlai, pernaps all, and as much oquipment

as’ possible was aestroyed but that snverax pubucations wer#

1 Coem L

R

probably compromised .

a—— o
'I’nn PUEBIO can'iea a suiflcte'\t amonnt of collectlon gear to

enable her :o monltc»r Morth Korpa“ rhm--mnications and ra«:lar facintkes

on the East coast as wel! s some of thel

Lma egalpnent was generally

' unclassiﬁeu (we are still chfacximd T slecas) but the u_s:; to which

.-the equlpme“t co.zld tp put -and ol t e rr-wlta Jerivea‘ the_i:gfrom afe o

'classiﬂed. It is v«_ry ,.:osﬂbw ‘that if‘ tne f-‘-cuipment waa undamaged

- a reasonably precis.e tecor“‘tructl\, i nf the DLJEBLO‘S mtelligence

_ mlsslon coald be at:comp‘lls..e-:-.

Bt
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L‘l udditio'“. to the equipmer\t reterred m abowo, tha PULBLO

v

carried a suhstanti:.al -.’;..Lmber_of techmcai ;Jubl‘ication's' and analytsical
atds reg uired to enable her to '-':llsc:z'..'arge._ the inté-lltgeiiéé collectio‘n
mlssi,on. If these item:. we-rp c.,rmwr- 2 jatact, they would give the

North horean:: preciS(> ll-fuumuon on the thent ot' U

knowledge

_ oi thcir c’:o-mnunica io“s tecr:rnq ues’, Jaage and radar equipments.
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! general Soviet 'conimdhtcat_lbns bta"ct’iée.s and a
L | _ I 'l‘his

information, if comptomiseu, would stimulate either of the two nauons . B

to change thetr communications practlces supersede thelr call slgn

systems anJ/or modify tnetr operational codes.

e

Although the possible loss ot' the communlcations securlty

equlpment or matenals in no way mn compromise U S communlcattons.

it nonet‘r’xele's_s na's this seriOus aspect.
_The capture of the moders U.S.
‘commy mcatlonb c'{_ecm"!.ty aguinindats or the maintenance and opefrayiﬂons.
security bquipmr, it dﬂ‘ ura..d:‘.‘,-ﬁi-ﬁ'_.- _l‘_his cbuld.vety seriéusfly“ émper a
: ‘the é@é’risive VT mignals i) ur,a-ic.» prw&urtio;a ol these anons.
. TTTRTTT T Te B R R ~=:=~=rw -; A
U There were oG {20 eolstel - jx.;i 1 off'icer) —wy security personnel T
ou board tae shis. & oht ol ¢ :...-__--_'_?s'«"-" LY,
' sk,'jlué__-.-i ard ._1_'6_,'>r'-=3.='-;s- Aa i se \"?_‘[ .
' Zome of 't‘ﬁe'.':'\'-."“.-'m.:' tatdoats -;:..',g_,.g ;:_Qy -r':.__',nui_i‘-_ber'of Sé
« . " . ’ . ! _‘. o l . . o
] o) (1)
! * . . (b)) (3)- -50 UsC 403
' : b) (3)-18. USE 793
- b) (3)-P.L. 86 36
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colhcuon and analytic eff.orts and a few of them had some knqwledqe

. of one or two sensmve \!ational Securuy Agency projects . Depending

“on the duress to which they may be subjected and the amount they

folléw_.év ir )rw r.h«, fOl.Gef\J ez\tra..tlcm of merrr.atloq from_"

may recall sarious comprowise* of several highly czaaslfxed projects o

_ooula ensue from- their involuutary rnvel&tion of the scooe of the

J.S. signals mtelligence effort This "coula' rt_asult_ in_defe‘asi_?lé

measures by tne Sovie:s’ to u‘ény t‘né .3, further mfcrmatton. ,

}ow:-_ever no 4amagn to Cdr ow ‘) r~0mm cationa security woul\x ’

personnel., e SR




